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What it is

AutoBounty is a web platform to plan, run, track and report penetration tests in a single place. It
replaces the terminal + Excel + Word combo with one auditable workflow:
Client → Project → Scope → Tools → Execution → Findings → Fix → Retest → Report
The differentiator: the work does not end at the PDF. Every finding gets a status, an assignee and
a history, and the client follows the fix and the retest until it is closed.

What is included

• 20 integrated tools (Nmap, Nuclei, Nikto, SQLMap, Hydra, FFUF, WPScan, ZAP, Amass…),
running in the background with live logs;

• Findings normalized with severity, CVSS, CWE and reproducible evidence — automatically
deduplicated across runs;

• Life cycle per finding: Open → In Progress → Fixed → Retest → Closed, with full history and
assignee;

• PDF report in English and Portuguese, with executive and technical sections, ready to deliver;
• Dashboards for clients, projects, scans, findings and news/CVE feeds;
• Mandatory MFA, access roles (administrator × operator) and usage plans;
• Built-in assistant supporting the test in real time;
• Attack monitoring with a live map (fail2ban, firewall and scanners observed on the server itself).

Security

• Tests always within an authorized scope declared in the project;
• Infrastructure with HTTPS, fail2ban and firewall; commands built and validated server-side (no

open shell);
• Terms of use and ethics policy accepted at signup; expiring sessions and safe password recovery.

Who it is for

Independent pentesters, consultancies, in-house security teams (AppSec) and bug bounty programs
— from the solo reporter to the team that needs standards and history.

How to start

1. Visit https://autobounty.com.br and request your account;



2. Register the client, create the project and define the scope;
3. Run the tools, review the findings and export the report.

Full documentation: user manuals in PT/EN and this overview are available for download on the
site's Documentation page.
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